CN Privacy Policy for the Internet

The CN - Algoma Central Railway is sensitive to privacy issues on the Internet. We believe it is important you know how we treat the information about you we receive on the Internet. 

In general, you can visit CN – Algoma Central Railway on the World Wide Web without telling us who you are or revealing any information about yourself. Our web servers collect the domain names, not the e-mail addresses, of visitors. This information is aggregated to measure the number of visits, average time spent on the site, pages viewed, etc. CN uses this information to measure the use of our site and to improve the content of our site.
There are times, however, when we may seek information from you, such as your name and address. When information is requested, we will let you know at the time of collection, how we will use the personal information. The personal information we collect is used only by us to respond to your inquiry, process an order or allow you to access specific account information. Occasionally, we may make the e-mail addresses, of those who provide information, available to other reputable organizations whose products or services we think you may find interesting. In these cases, you will be offered an opportunity to limit access to your information.   

If you register on-line, the railway may use your contact information to provide you with custom information about CN – Algoma Central Railway offerings in support of your recreational needs. A technology called cookies may be used to provide you with tailored information. A cookie is a tiny element of data that a Web site can send to your browser, which may then be stored on your hard drive so we can recognize you when you return. You may set your browser to notify you when you receive a cookie.  

At times we conduct on-line surveys to better understand the needs and profile of our visitors. When we conduct a survey, we will try to let you know how we will use the information at the time we collect information from you on the Internet.  
CN – Algoma Central Railway Website contains links to other sites that may assist with your trip plans. While we try to link only to sites that share our high standards and respect for privacy, we are not responsible for the content or the privacy practices employed by other sites. 

1. Objective 

This policy describes what is personal information and the way CN treats this information. 

2. Scope 

This policy applies to all Canadian CN employees, suppliers, and third parties who collect, have custody of, and/or use personal information in the course of their duties, as well as to those who design the operating/functional policies, procedures, systems, and forms that cause the collection and use of personal information. The policy applies to personal information stored in any media (e.g. paper, magnetic tape, disk, microfilm and video). 

3. Policy 

Statement CN is committed to protecting the privacy of individuals concerning personal information under its control. CN recognizes that effective systems to protect personal information are essential to safeguarding the interests of its employees, suppliers and customers and other individuals who share such information with the Company.

CN manages its personal information holdings in a responsible and business-like manner. The Company controls the collection and quality of personal information; maintains up-to-date inventories of its personal information holdings; and protects that information from unauthorized use, disclosure, retention and disposal. Subject to reasonable limits, individuals also have the right to access and correct their personal information. 

4. Definitions 

Personal information refers to information about an identifiable individual, including but not restricted to: 

· race, national or ethnic origin, colour, religion, age or marital status; 

· medical, educational, financial, employment and criminal history; 

· address, fingerprints and identifying numbers assigned to the individual; 

· correspondence with CN that is explicitly or implicitly of a private nature; 

· the views or opinions of others about the individual; and 

· the name of an individual, where disclosure of the name itself would reveal information about the individual. 

5. Policy Requirements 

The basic elements of privacy protection are summarized but not restricted to the following: 

5.1 Collection of Personal Information 

CN shall only collect personal information that relates directly to authorized CN programs or activities. Wherever possible, personal information to be used in decision-making shall be collected directly from the individual to whom the information relates and such individuals shall be informed of the purpose of collection. 

Personal information to be obtained from existing CN records/systems must be for a use consistent with the purpose for which it was originally collected or otherwise authorized under the Personal Information Protection and Electronic Documents Act (PIPEDA) (see section 5.3 of this policy).

5.2 Quality of Personal Information 

CN shall take all reasonable steps to ensure personal information to be used in decision-making affecting an individual directly is as accurate, complete and up-to-date as possible. Personal data entered into automated systems should be verified, by computerized methods or manually, in accordance with the value and sensitivity of the data. 

5.3 Use and Disclosure of Personal Information 

CN shall only use personal information or disclose it to third parties for a purpose for which the information was obtained or compiled, or for a use consistent with that purpose. The consent of the individual shall be obtained before personal information is used or disclosed for any other purpose, unless the proposed use or disclosure is otherwise authorized under PIPEDA. 

The Company is permitted to collect information indirectly or without consent and knowledge of the individual to whom it pertains when: 

· The collection is clearly in the interests of the individual and consent cannot be obtained in a timely way; or 

· It is reasonable to expect that the collection with the knowledge or consent of the individual would compromise the availability or accuracy of the information and the collection is reasonable for the purposes related to investigating a breach of an agreement or a contravention of the laws of Canada or province. 

Information may be disclosed without the knowledge and consent of the individual to whom it pertains:

· To a government institution for law enforcement purposes. 

· To the Company’s solicitor. 

· For the purposes of collecting a debt owed to the organization by an individual. 

· To comply with a subpoena or other court processes. 

· In the event of an emergency that threatens the life, health or security of an individual. 

Data/computer matching, the comparing of personal data compiled for different purposes is a particularly privacy-sensitive activity, the authority for which should be verified in advance by the Corporate Privacy Coordinator. As well, contractors hired to perform CN duties involving the collection, processing, use or disclosure of personal information should be bound by contract to abide by standards consistent with CN's Privacy Policy obligations. 

5.4 Protection of Personal Information 

Personal information must be protected from unauthorized access, use, disclosure, removal, alteration, and destruction. Access must be limited to those individuals who have a legitimate need-to-know and who meet the use/disclosure criteria outlined in section 5.3. 

Protect personal information about others entrusted to you. Avoid providing unnecessary or unsubstantiated opinions, whether in person or by regular or electronic mail. When using or circulating personal information where the identity of the individual is not relevant, render it anonymous unless consent from the individual is received. 

Personal information should not normally be disclosed by telephone, unless both the caller’s identity and need-to-know are verified, or unless consent from the individual is received. For example, written employee consent must be received prior to providing reference or credit check information. Furthermore, personal information should not be posted or in any other way viewable by the general public or by employees with no need to know. 

Personal records should be stamped PROTECTED and secured when unattended. The removal of sensitive files should be documented. When transmitting personal information by mail, use double envelopes, stamping the inside envelope PROTECTED and identifying the intended recipient.

Automated systems containing personal data require special protective measures to ensure that only authorized users have read and/or write access (e.g. passwords), as well as the protection of input/output reports. Wherever possible, terminals should be located to prevent casual observation, and turned off when unattended. The electronic transmission of personal data, including by facsimile, should be among controlled access points. Sensitive personal information should not be transmitted on the Internet without appropriate security measures. 

5.5 Access to and Correction/Annotation of Personal Information 

Subject to reasonable limits, CN shall provide individuals with access to personal information about themselves and for the correction or annotation of such information, within 30 days of receipt of a formal request. 

Employees, customers, and individual suppliers seeking access to records about themselves should be encouraged to do so informally. Supervisors maintaining attendance calendars, copies of official records or other records concerning their employees should normally inform them of their existence, purpose and contents, as well as allow them access upon request. 

Informal access should not be provided where the records in question contain information that would be exempt from access under PIPEDA, e.g. containing personal information about other individuals or active investigative records. An individual may also be denied access to his or her personal information where:

· The information is protected by solicitor-client privilege. 

· To do so would reveal confidential commercial information. 

· To do so would reasonably be expected to threaten the life or security of another individual. 

· The information was collected for purposes related to investigating a breach of a contract, agreement, or a contravention of law. 

· The information was generated in the course of a formal dispute resolution process. 

Individuals denied informal access should be advised of their right to submit a formal request, by submitting a completed access request form to their privacy coordinator.

Employees may make a formal request to obtain access to their employee file by filling the attached information disclosure request, and submitting it to the Corporate Privacy Coordinator.

6. Retention and Disposal of Personal Information 

CN shall retain and dispose of its personal information holdings in accordance with schedules authorized by CN’s records management policy. 

Disposal methods, including the disposal of waste material containing personal information, must be by secure means, i.e. shredding or shredding service. Boxes are located on each floor. 

7. Right to Complain 

Individuals who believe any of their privacy or access-related rights have been breached are encouraged to raise the matter directly with the person concerned, their supervisor or their privacy coordinator. Complaints may also be submitted directly to the Corporate Privacy Coordinator or the Privacy Commissioner of Canada. 

8. Breach of Policy 

Any employee found to be in violation of this policy may be subject to disciplinary action. Consequences for a breach of this policy may include one or more of the following: a written or verbal apology, counselling, education, a written warning, suspension and discharge. 

9. Complaints Response Procedure 

9.2 Where a complaint under the Personal Information and Protection of Electronic Documents Act has been filed, the Corporate Privacy Coordinator (Manager, Employment Legislation) will be responsible for and will act as the single point of contact with the Office of the Privacy Commissioner. The Corporate Privacy Coordinator is the individual responsible for coordinating the investigation process, for the gathering and provision of material to the Office of the Privacy Commissioner, as well as for providing a response on behalf of CN. 

9.3 Where a complaint has been filed, disclosure of complaint information will be restricted on a need-to-know basis only - individuals advised of the said complaint for the purposes of the investigation are to treat the complaint and all information resulting from the complaint as confidential. 9.3 When dealing with a complaint by an individual outside CN, there should be no contact or enquiries with the complainant's employer or the organization to which the individual belongs, as this contact would be considered to be a breach of the Act. 

9.4 Where the complainant continues to interact with CN personnel, CN personnel must not initiate discussions concerning the facts of the complaint. 

10. Areas of Responsibility – Who Does What 

10.1 Employees All CN employees are responsible for complying with this policy with respect to personal information under their control. Supervisors are responsible for ensuring employee awareness and for promptly addressing workplace incidents or complaints that appear to be a violation of this policy, including seeking advice from their privacy coordinator. 

10.2 Corporate Privacy Coordinator – Manager, Employment Legislation 

· Assists functional/divisional privacy coordinators 

· Promotes general understanding by CN employees through an appropriate mix of communications, training and advisory services 

· Investigates and resolves formal complaints as well as complaints submitted to the Privacy Commissioner of Canada 

10.3 Functional/Regional Privacy Coordinators – Human Resources Managers 

Act on behalf of the Corporate Privacy Coordinator and manage this policy in their respective regions.

10.4 Information Specialists (IT, Records Management, Corporate Security) 

Ensure their operations, with respect to the design, maintenance and/or inspection of privacy-sensitive (forms/records/electronic) systems, are consistent with this policy. 

10.5 Internal Audit 

Conducts periodic compliance audits, as a component of normal management/system audits

10.6 Legal Affairs 

Interprets and advises on relevant legislation and case law; and advises on individual cases and issues arising from this policy. 

11. Support and Advice 

In general, questions on the following should be referred to the designated functional authorities: 

· Copies of the policy 
· Available on the intranet


· Advice and Guidelines on Privacy Issues 
· Corporate Privacy Coordinator (Manager, Employment Legislation) 

· Functional/Regional Privacy Coordinators (Human Resources Managers)


· Security-Related Advice 

· Corporate Information Security Officer


· Retention/Disposal Schedules for Personal Information 
· Law department 
